
   

 

CITY SECURITY POLICIES 
 
 

SECTION 00001 
 
PART 1 – GENERAL 
 
  SCOPE 

 
A. The Contractor shall be responsible for conducting all work in a safe manner and 

shall take reasonable precautions to ensure the safety and protection of workers, 
property and the general public. 

 
B. All Construction shall be conducted in accordance with the latest applicable 

requirements for part 1926 of the Occupational Safety and Health Regulations for 
Construction, as well as any other local, state or federal safety codes and 
regulations. 

 
C. The Contractor shall designate a trained and qualified employee who is to be 

responsible for ensuring that the work is performed safely and in conformance with 
all applicable regulations. 

 
D. The Contractor shall determine the safety hazards involved in prosecuting the work 

and the precautions necessary to conduct the work safely.  If the Contractor is 
unsure as to any special hazards which may be unique to the various processes and 
facilities at the treatment plant or jobsite, it shall be the Contractor’s responsibility 
to determine such information prior to beginning the work. 

 
SPECIAL REQUIREMENTS – Not Used 

 
 
 

  



   

 

 
SECTION 00002 
 
JOB SITE SECURITY 
 
PART 1 – GENERAL 
 
BARRICADES, LIGHTS AND SIGNALS 
 

A. The Contractor shall furnish and erect such barricades, fences, lights and danger signals 
and shall provide such other precautionary measures for the protection of persons or 
property and of the work as necessary.  Barricades shall be painted in a color that will be 
visible at night.  From sunset to sunrise, the Contractor shall furnish and maintain at least 
one light at each barricade and sufficient numbers of barricades shall be erected to keep 
vehicles from being driven on or into any work under construction. All barricades must the 
Manual of Uniform Traffic Control Devices (MUTCD) Standards. 

 
B. The Contractor will be held responsible for all damage to the work due to failure of 

barricades, signs and lights and whenever evidence is found of such damage.  The 
Contractor shall immediately remove the damaged portion and replace it at Contractor’s 
cost and expense.  The Contractor’s responsibility for the maintenance of barricades, signs 
and lights shall no cease until the project has been accepted by the owner. 

 
 

 
  



   

 

 
 
SECTION 00003 
 
STORAGE AND PROTECTION 
 
PART 1 – GENERAL 
 
1.01 SCOPE 

 
The work under this section includes, but is not necessarily limited to the furnishing of all 
labor, tools and materials necessary to properly store and protect all materials, equipment, 
products and the like, as necessary for the proper and complete performance of the work. 
 

1.02 STORGE AND PROTECTION 
 

A. STORAGE 
1. Maintain ample way for foot traffic at all times, except as otherwise approved by 

the city representative. 
 

2. All property damaged by reason of storing of material shall be properly replaced at 
no additional cost to the city. 

 
3. Packaged material shall be delivered in original unopened containers and so stored 

until ready for use. 
 

4. All material shall meet the requirements of these specifications at the time that they 
are used in the work. 

 
5. Store products in accordance with manufacturer’s instructions. 

 
B. PROTECTION 

 
1. Use all means necessary to protect the materials, equipment and products of every 

section before, during and after installation and to protect the installed foreign 
material and damage by water, breakage, vandalism or other causes. 

 
2. Substantially constructed weather tight storage sheds, with raised floors, shall be 

provided and maintained as may be required to adequately protect those materials 
and products stored on the site which may require protection from damage by the 
elements. 

 
3. Replacements:  In the event of damage, immediately make all repairs and 

replacements necessary for the approval of the city representative and at no 
additional cost to the owner. 

 



   

 

4. Equipment and products stored outdoors shall be supported above the ground on 
suitable wooden blocks or braces arranged to prevent excessive deflection or 
bending shall be stored with one end elevated to facilitate drainage. 

 
5. Tarps and other coverings shall be supported above the stored equipment or 

materials on wooden strips to provide ventilation under the cover and minimize 
condensation.  Tarps and covers shall be arranged to prevent ponding of water. 

 
1.03 EXTENDED STORAGE 

 
In the event that certain items of major equipment such as air compressors, pumps, e.g., 
have to be stored for an extended period of time, the Contractor shall provide satisfactory 
long-term storage facilities which are acceptable to the Owner. 

 
 
 
 

  



   

 

 
 
SECTION 00004 
 
PART 1 – GENERAL 
 
1.01 PROTECTION OF THE ENVIRONMENT 

 
A. The Contractor shall be responsible for taking all measures required to minimize all 

types of pollution associated with the undertaking of the proposed work, and shall 
abide by the requirements of all governmental agencies having jurisdiction over the 
work or Contractor’s project operations. 

 
B. The Contractor shall protect all work including but not limited to excavation and 

trenches, from rain water, surface water and back-up of drains and sewers.  The 
Contractor shall furnish all labor, pumps, shoring, enclosures and equipment 
necessary to protect and keep the work free of water.  Completed work and stored 
products shall be suitably protected during unseasonable weather to allow work to 
proceed in a timely fashion.  Work planned, or in progress, should be performed to 
minimize impact of adverse weather conditions. 

 
C. Any area used or involved in the project that is disturbed by the Contractor, shall be 

restored to the original or better condition, even though such area is outside the limits 
of that specified for grading, grassing or landscaping. 



   

 

 
 

SECURITY AND SAFETY 
 
 

PART 1 – GENERAL  
 
1.01  COMPLIANCE WITH CITY’S SECURITY REQUIREMENTS 

 
A. Contractor must comply with City’s security requirements for all job sites and City 

facilities.  The City shall provide copies to the Contractor. 
 

B. Contractor must cooperate with City on all security matters and must promptly 
comply with any project security arrangements established by the City.    
 

C. It is the Contractor’s obligations to comply with all applicable governmental 
requirements and regulations and to undertake reasonable actions to establish and 
maintain secure conditions at any jobsite. 

 
1.02   SECURITY PROGRAM 

 
A. The Contractor shall comply with the site security program at all times on City 

facilities.  
 

B. The Contractor shall maintain the security program throughout the Contract 
duration.   
 

C. The Contractor and his subcontractors are wholly responsible for the security of 
their employees, work areas, and for all their material, equipment and tools at all 
times.  
 

D. The Contractor shall provide the owner with a list of 24-hour emergency phone 
numbers including chain of command. 

 
1.03  ENTRY CONTROL 

 
A. The Contractor shall restrict entry of unauthorized personnel and employees and 

vehicles onto the Project site.  
 

B The Contractor shall allow entry only to authorized persons with proper City-
approved identification.  
 
All Contractors/Subcontractors will be required to have their personnel working at 
these facilities photographed for an I.D. badge before they start work.  
 



   

 

 C. The Contractor shall maintain a current Employee Log of employees performing 
work on site and a Visitor Log and make the log available to the City upon request.  
This log shall be available to the Owner upon request and submitted to the Owner 
as necessary.  
 

D. The Contractor shall require all employees performing activities on site to sign the 
Employee Acknowledgment of Project Site Rules Log included at the end of this 
Section. All employees, subcontractor employees and lower tier contractor 
employees will receive a new employee orientation.  Signing the Employee Log by 
the employee is certifying that the orientation training has been received. 

 
E. The City has the right to refuse access to the site or request that a person or vehicle 

be removed from the site if found violating any of the safety, security, or conduct 
rules as outlined. 

 
1.04 BARRICADES, LIGHTS AND SIGNALS 
 

A. The Contractor shall furnish and erect such barricades, fences, lights, danger signals 
and other precautionary measures for the protection of persons or property and of 
the work as necessary.    
 

B. The Contractor will be held responsible for all damage to the work and any 
negligence resulting in injuries due to his failure of erecting adequate barricades, 
signs, lights and safety provisions as required.  Whenever evidence is found of such 
damage, the Contractor shall immediately remove the damaged portion and replace 
it at the Contractor's cost and expense.   
 

C. The Contractor's responsibility for the maintenance of barricades, signs and lights 
shall not cease until the City has been accepted in writing the Project. 

 
1.05 RESTRICTIONS 

 
The Contractor shall not allow cameras on site or photographs taken except with approval 
of the City.  
 

1.06 CONTRACTOR SAFETY/HEALTH AND SECURITY PLAN 
 

Prior to the performance of any work the Contractor will comply with the specified 
Safety/Health and Security Plan.  
 
 
 

1. Basic pre-employment background checks for criminal convictions, 
veracity of previous employment and education statements, driving record 
and financial responsibility as applicable to the position.  Record of 
satisfactory drug/alcohol testing for two years will be provided for those 



   

 

contractor employees with CDL.  Proof of citizenship or work status will be 
provided for each contract employee. 

 
2. Security Education and Awareness training applicable to the job. 

 
3. SOPs for safeguarding City equipment, supplies and property. 

 
4. Certification requested under the SAFETY Act, Homeland Security Act of 

2002, if applicable.  Provide date and result as requested. 
 

5. Established process for identification of employees PFD including location.  
Emergency notification procedures.  
 

6. If applicable, procedures for entry permits and badges.  Procedures for 
returning badges upon termination of employment.  
 

7. Anti-terrorism training provided to employees including the state of 
national alert with appropriate procedures.  
 

8. Emergency evacuation procedures including accounting for employees at a 
safe haven.  
 

9. Procedures for reporting post-contract criminal convictions and traffic 
accidents to the Contract Officer or City project manager. 
 

10. SOPs for protecting employees when performing required duties off-site 
including training for reporting accidents, calling for immediate assistance, 
job reporting procedures and personal duress codes or alarms. 

 
B. It is not the City’s responsibility to verify the Contractor's safety plan for the 

adequacy and compliance of the plan.  The plan shall provide: 
 

1. Identify the person(s) responsible for implementation and enforcement of 
Safety/Health and Security rules and regulations for this contract. 

 
2. Generally address safe work procedures for the activities within the 

Contractor's scope of work. 
 
3. Included a new employee orientation program, which addresses job and site 

specific rules, regulations and hazards. 
 
4. Include the Contractor's Drug Free Work Place Policy including substance 

abuse prevention and testing program. 
 



   

 

5. Include provisions to protect all of the Contractor's employees, other 
persons and organizations that may be affected by the work from injury, 
damage or loss. 

 
6. Comply with current Fed/OSHA, Safety/Health and Security Plan, facility 

safety program (when applicable), and locally accepted safety codes, 
regulations and practices. 

 
7. Include a site-specific emergency action and evacuation plan. 
 
8. Include Hazard Communication/Right To Know Program. 
 
9. Include security procedures for the Contractor's work, tools, and equipment. 
 
10. Include the capability of providing the Engineer with documentation to 

show compliance with their plan, plus accidents and investigation reports. 
 
11. Address any other contract specific requirement, including the requirements 

of Section 01011, Unique Requirements of these specifications. 
 

C. Provide a Job Safety Analysis (JSA) for the scope of work, prior to the start of 
work. 

 
D. Review of the Contractor's Safety Plan by the City shall not impose any duty or 

responsibility upon the City for the Contractor's performance of the work in a safe 
manner.   

 
E. The Contractor shall be fully responsible for the safety and health of its employees, 

its subcontractors and lower tier contractors during performance of its work. 
 

 
 
F. The Contractor shall provide the City with all safety reports, training records, 

competent person list, and accident reports prepared in compliance with Fed/OSHA 
and the Project Safety/Health and Security Plan as requested. 

 
1.07 PROJECT SAFETY COORDINATOR 
 

A. The Contractor shall be responsible for the safety of the Contractor’s and 
Engineer’s employees, the City’s personnel and all other personnel at the site of the 
work caused by their operations.  
 

B. If applicable, the Contractor shall have a Project Safety Coordinator, as required 
under GC-18, Paragraph F. 



   

 

 
C. The Project Safety Coordinator shall ensure compliance with all applicable health 

and safety requirements of all governing legislation. 
 
1.08 PROJECT SAFETY/SECURITY REQUIREMENTS OF THE CONTRACTOR 

 
A. It is the responsibility of the Contractor to ensure that all articles of possible 

personal or monetary value found by Contractor’s employees are turned in to the 
appropriate Facilities Manager.  
 

B. The Contractor shall be responsible for maintaining satisfactory standards of 
employees’ competency, conduct, courtesy, appearance, honesty, and integrity, and 
shall be responsible for taking such disciplinary action with respect to any 
employee, as may be necessary.  
 

C. Should the Contractor dismiss employees who have been given access to City 
facilities while the contract is in force, the Contractor will advise the City Security 
office.    
 

D. The City may request the Contractor to immediately remove from the premises 
and/or dismiss any employee found unfit to perform duties due to one or more of 
the following reasons: 
 
1. Neglect of duty, absenteeism, security or safety problems and sleeping on the 

job. 
 

2.  Disorderly conduct, use of abusive or offensive language, quarreling, 
intimidation by words or actions or fighting. 
  

3. Theft, vandalism, immoral conduct of any other criminal action. 
 

4. Selling, consuming, possessing, or being under the influence of intoxicants, 
alcohol, or illegal substances, which produce similar effects while on duty.  
 

5. Vehicle accident while on City property or driving City equipment.  No 
employee, Contractor, or Subcontractor will be extended privileges to drive 
City equipment on City property if driving privileges have been withdrawn 
by the State of residence.  
 

E. All employees shall be required to sign in and out on a designated log sheet.  All 
employees shall be required to sign in and out on a designated log sheet.  
 

F. All employees shall be required to wear at all times in an observable location, above 
the waist, on outer clothing, appropriate photo I. D. badges to be furnished by the 
Contractor and approved by the City.  
 



   

 

G. Prior to the beginning of each workday, the Contractor shall file with the 
Department Security representative a list of all employees to be used at the work 
site.  Employee names will be checked using this list and a State or Contractor 
issued photo I. D. card at the entry gates.  Employees not named on the list or 
without appropriate identification will not be allowed entry. 
 

H. No one under age sixteen is permitted on the premises after normal working hours.  
Contractor’s employees are allowed on premises only during the specified hours 
and only when working on this contract.  No Contractor employee will be allowed 
on the premises when not specifically working on this contract at predetermined 
times and dates.  
 

1.09 EMPLOYEE ACKNOWLEDGEMENT OF THE PROJECT SITE RULES 
 

A. All employees and agents of the Contractor must adhere to and abide by the contract 
documents and project rules.  
 

B. By Signing this Employee Log, I acknowledge that I understand and agree to abide 
by the project rules outlined below.  
 
I further acknowledge that I have been briefed on specific hazards, hazardous 
substances that are on-site and the site emergency action procedure. 

 
 C. PROHIBITED ACTIVITIES: 
 

1. Unauthorized removal or theft of CITY property 
2. Violation of safety or security rules or procedures 

 
3. Possession of firearms or lethal weapons on jobsite 
4. Acts of sabotage 
5. Destruction or defacing CITY property 
6. Failure to use sanitary facilities 
7. Failure to report accidents or job related injuries 
8. Being under the apparent influence of drugs, alcohol or other 

intoxicants or in possession of drugs, alcohol or other intoxicants on the 
property 

9. Wearing shorts or tennis shoes on the jobsite 
10. Failure to wear a hardhat/safety glasses as required by law. 
11. Gambling at any time on the project 
12. Fighting, threatening behavior, or engaging in horseplay on the project 
13. Smoking in unauthorized areas on the project 
14. Open fire cooking or making unauthorized fires on project property 
15. Selling items or raffles without authorization 
16. Use of unauthorized cameras on the project 
17. Use of radio or television in the construction area 
18. Failure to park personal vehicle in authorized parking area 



   

 

19. Failure to wear designated identification [Site Specific] 
20. Failure to use designated gates 
21. Use or storage of unauthorized chemicals or substances on site. 

 
I have read, understand and agree to abide by the PROJECT SITE RULES.  
Furthermore, I understand failure to abide by these rules is grounds for being denied 
access to the project site.  I have received a personal copy for my use and reference. 

  
 
 
 
 
 
 
 

(END OF SECTION) 


